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A. Executive Summary

This report summarises findings from
the Ninian Stephen Law Program,
‘New Legal Thinking for Emerging
Technologies’ project, funded by

the Menzies Foundation. It assesses
the readiness of the Australian legal
profession to navigate emerging
technologies. Via a series of in-depth
interviews and surveys with technology
lawyers in Australia, we found that
lawyers are currently ill-equipped
to deal with the coming wave of
emerging technology.

This report identifies gaps in legal
skills and organisational structures,
and outdated perceptions of the
role of lawyers in contemporary
organisations. It provides a set of
recommendations around education,
training and legal involvement in
organisational processes.

Further, it underscores the need for a
paradigm shift in how lawyers are
perceived: from lawyers as mere risk
identifiers to lawyers as proactive
problem solvers that promote high legal
and ethical standards in technology
adoption.

Due to the rapidly changing digital
environment, lawyers are being
increasingly asked to offer legal
counsel on new technologies. However,
anecdotal evidence suggests that many
attorneys are facing significant hurdles
in offering guidance in this realm.

The difficulties result from two causes:
(1) new technology advances more
quickly than regulation can keep up; and
(2) traditional legal precedent may not
apply directly where new technologies
are involved.

To keep up with the most recent
innovations, lawyers must continually
update their knowledge and their
expertise to stay abreast of the

latest developments. Additionally,
because emerging technologies can
include complicated interdisciplinary
challenges, lawyers must work closely
with professionals who understand
the underlying technology, such as
artificial intelligence.

We found that lawyers
are currently ill-
equipped to deal with
the coming wave of
emerging technology.

A.1. KEY RESEARCH QUESTIONS

The research project was guided by the following key questions:

Q1.

How do lawyers respond to the

risks and opportunities of emerging
digital technologies? How could they
respond more effectively and what
are the gaps in their knowledge and
practices preventing this?

Q.2.

What kinds of training and education
would assist lawyers in being well-
equipped with the required skills

for legal and ethical challenges of
emerging technology?

A.2. METHODOLOGY AND RESEARCH DESIGN

This project employed a mixed-
methods approach, incorporating
predominantly qualitative research
methods, but also quantitative surveys.
The research process was conducted in
two stages.

In the first stage as qualitative phase of
this project, qualitative findings were
obtained through semi-structured one-
hour-long interviews with 26 in-house
lawyers from diverse sectors, including
hospitals, banks, cybersecurity firms,
law firms, insurance companies,
telecommunications, research
institutes, law enforcement agencies,
business groups and social enterprises.
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The primary objective of this stage was
to gain an in-depth understanding of
the challenges lawyers encounter when
dealing with emerging technologies.

The purpose of these interviews was
not to capture generalised findings
but rather to deliver a rich and
detailed exploration of the issues.
Upon analysing the data from the
qualitative phase, valuable insights
were extracted. These insights played
a crucial role in shaping the survey
questions for the second stage of the
project.

During stage two, online surveys were
developed using the Qualtrics platform.

Q.3.

What strategies can be employed
to optimise collaboration between
legal professionals and other
internal teams within organisations,
with a focus on unlocking the full
potential of lawyers?

These surveys were specifically
designed to collect quantitative data
from lawyers in Australia who work in
either in-house counsel or law firms.
Straightforward descriptive analysis
methods were used to provide a
quantitative representation of the
findings.

This approach allowed for a more
comprehensive understanding of the
issues discussed in the qualitative
interviews.

This two-stage approach provided

a well-rounded perspective on the
challenges lawyers face in the area of
emerging technologies.



A.3. LIMITATIONS

Several challenges were experienced
during the data gathering process.
The main challenges encountered
throughout the recruitment process
were as follows:

Identifying in-house lawyers who
were willing to participate in
interviews.

technologies who were sufficiently
engaged to confidently discuss the
topic.

Encouraging lawyers to speak
openly and freely, especially when
the findings indicated tensions
between the role of in-house
legal counsel and other key
stakeholders within their firms.

Achieving a high number of survey
responses, with lawyers often
have busy schedules and were
hesitant to participate in surveys
due to time constraints.

Finding interviewees with a
strong knowledge of emerging

A.4. SUMMARY OF KEY FINDINGS

Based on both qualitative and quantitative data, the key findings from this project include the following:

Absence of a Holistic Framework
for Legal Thinking about Emerging
Technology

This absence leaves lawyers with no
structured approach to understanding
the broader societal and legal
implications of these technological
innovations.

Comprehensive Gap in the
Knowledge, Skills and Attitudes
of Lawyers Regarding Emerging
Technology

There is a gap in the legal profession
around knowledge, skills and attitudes
relating to emerging technologies.

KEY FINDINGS

Need for a Paradigm Shift in the
Perceived Role of Lawyers in the
Adoption of Emerging Technology

A paradigm shift is required, moving
from lawyers serving as risk identifiers
to recognising them as proactive
contributors.

Lack of Formalised and
Institutionalised Model by which
Lawyers can Engage with the
Adoption of Emerging Technologies in
the Organisational Context

There is no formal engagement model for
legal and technical team collaboration
during technology adoption, resulting in
ad hoc interactions.

These findings collectively underscore It is imperative for both legal

the need for a fundamental shift in professionals and organisations

how lawyers approach emerging to recognise and address these
technologies, emphasising structured  challenges to fully leverage the
frameworks, proactive roles, potential of emerging technologies
enhanced knowledge and formalised while ensuring compliance and ethical
collaboration models. responsibility.
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B. FINDINGS AND RECOMMENDATIONS

FINDING ONE

Lack Of Clarity In
Laws And Regulations
Regarding Emerging
Technology Poses
Challenges For Legal
Professionals
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FINDING ONE:

Lack Of Clarity In Laws And
Regulations Regarding Emerging
Technology Poses Challenges For
Legal Professionals

One of the foremost challenges encountered in the domain of emerging technologies is the absence of clear and
comprehensive regulatory frameworks, paired with significant uncertainties in existing laws. To support and assist
lawyers to effectively address these complex legal issues, it is essential to identify and understand the key challenges
relating to regulatory burden that lawyers are experiencing in emerging technologies.

1.1. CHALLENGES

The data analysis, from both the interviews and surveys, revealed that the legal challenges faced by lawyers can be
categorised into two primary groups, as follows.

1.1.1. COMPLEXITY OF LEGISLATION

Interview results indicated that across borders, adding another layer of  with multiple, sometimes conflicting,
in-house lawyers in Australia are complexity. legal frameworks.
challenged by the diverse and complex

nature of regulations governing Lawyers must deal with the intricacies  Figure 1. displays the responses to a

emerging technologies in Australia, of lnternatlongl regulations _anq question on addressmgllggal concerns
. : standards, which can vary significantly  encountered when advising clients on
which encompass a wide range of A . .
from one jurisdiction to another. emerging technologies. Respondents
legal and regulatory aspects, rules and This includes tasks such as ensurin could choose multiple responses, in
factors, yet are often drafted without . . g e P P ’
compliance and safeguarding data appreciation of the diverse nature of

emerging technologies in mind, and

therefore lack clear directives protection across various international legal challenges in this context.
. legal landscapes. Notably, 78% of respondents
Lawyers face the task of interpreting Y, /07 P

. . This legal landscape for emerging indicated that their most significant
and applying an array of domestic S
. . . technologies is then further legal concern relates to the absence
standards in fields like data protection, . . : . . .
. . complicated by the inconsistencies of applicable rules or regulations
privacy and cybersecurity to new L ; L . .
A . between state laws within a single when providing advice on emerging
technologies, in the absence of specific o - -
country, requiring lawyers to advise technologies.

legislative guidance. Furthermore,

. . on risk mitigation across the various
emerging technologies often operate

landscapes while ensuring compliance

1.1.2. ABSENCE OF PRECEDENT AND RELEVANT LAWS IN AUSTRALIA

It was identified that lawyers in addressing human rights concerns, As portrayed in Figure 1. on the next
Australia face a lack of precedents including surveillance and potential page, the survey revealed that 60%
and specific laws for emerging discrimination in Al algorithms, dueto  of respondents expressed concerns
technologies, particularly in areas like  unclear legal frameworks. over the absence of prior cases or legal
data privacy, liability and human rights precedents in the realm of emerging

The absence of concrete legal guidance

implications. compels these professionals to depend technologies, underscoring the reality
This legal gap becomes more on tr?eir own exp ertise, research i that legal professionals often operate

gal gap . . P P ; . without established legal guidance in
apparent in situations such as virtual abilities, and broad understanding th

; . ese areas.

healthcare, where privacy and duty of relevant laws to navigate these
of care issues are new and undefined. uncharted and complex technological
Moreover, lawyers face difficulties in areas.
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FIGURE 1.
Legal Concerns Encountered When Advising Clients
on Emerging Technologies
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1.2. RECOMMENDATION: STRENGTHENING LEGAL INFRASTRUCTURE VIA
PROGRESSIVE DEVELOPMENT OF LEGAL FRAMEWORKS AND REGULATORY
PROFICIENCY

Based on insights from both qualitative This involves improving legal systems regulatory changes and the evolving

interviews and quantitative survey to better accommodate the rapid legal system in response to new
data, a set of recommendations evolution and integration of new societal and technological challenges.
termed ‘Strengthening Legal technologies.

The recommendations also comprise
It encompasses the creation and interconnected actions that
refinement of laws and regulations that collectively contribute to legal clarity
strike a balance between flexibility and  and regulatory proficiency.

strength to effectively govern complex

technological advancements, such as

artificial intelligence, blockchain and

These recommendations advocate for  biotechnology.

the development and enhancement of
legal infrastructure and the acquisition
of necessary skills to navigate it
effectively.

Infrastructure via Progressive
Development of Legal Frameworks and
Regulatory Proficiency’ is proposed,

to assist lawyers in addressing the
complex legal challenges posed by
emerging technologies.

Continuous learning is also essential to
enable lawyers to effectively address
the unique challenges posed by these
technologies and to stay current with

/) Advocate for Clear Regulatory Frameworks:

Establish specialised legal groups comprising experts in law, technology and policy to proactively
address legal gaps posed by emerging technologies. These groups can work collaboratively to draft
guidelines, propose legislation, and develop clear legal frameworks around privacy, liability and
human rights concerns related with technology.

/) Enhance International Regulatory Expertise:

Strengthen legal knowledge regarding international regulations and cross-border complexities.
Given the global nature of technology, a deep understanding of international laws is essential.

/) Promote Consistency in State Laws:

Guide clients to align technology initiatives with state-level regulations, ensuring consistency and
mitigating jurisdictional risks.

/) Facilitate Case Studies and Knowledge-Sharing:

Promote the sharing of successful case studies and legal strategies for tackling emerging technology
challenges through legal publications, webinars and conferences to disseminate knowledge within
the legal community.

/) Strengthen Government Engagement:

Collaborate with government bodies and agencies to provide input on the development of
technology-related policies and regulations, shaping legal frameworks for emerging technology
challenges.
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FINDING TWO
Lawyers Struggle
With Ethical

Risks In Emerging
Technology Advice
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FINDING TWO:

Lawyers Struggle With
Ethical Risks In Emerging
Technology Advice

Data from the interviews and surveys unveiled a complex landscape for lawyers advising on the ethics of emerging
technologies. There are a range of ethical considerations that lawyers must contemplate, from data handling and
privacy concerns to maintaining professional integrity while aligning with business objectives.

2.1. CHALLENGES

The identified challenges can be categorised into two
distinct groups: (1) ‘Big Data’ ethics; and (2) the balancing of
professional ethics with business compliance.

2.1.1. CHALLENGE OF BIG DATA ETHICS

In-house lawyers face significant of expression. Some participants From the surveys, the predominant

challenges when advising organisations
on ethical issues related to data
collection, analysis and use. They must
navigate the ethical implications of
accessing and using large data sets,
ensuring adherence to principles like
informed consent, transparency and
responsible usage.

Additionally, lawyers are tasked
with aligning organisational data
practices with human rights laws,
addressing concerns such as privacy,
non-discrimination and freedom

FIGURE 2.

highlighted that big data often contains
sensitive and personal information,
leading to concerns relating to privacy
and confidentiality. Organisations must
address these concerns proactively to
minimise data breaches, unauthorised
access and violations of trust.

These challenges underscore the
critical role of lawyers and legal
guidance in managing the ethical
complexities inherent in big data within
organisations.

Ethical Concerns Encountered when Advising Clients on Emerging Technologies

0 10% 20% 30% 40%

50%

60%

70%

ethical concern reported by
respondents was around issues relating
to accessing customer or client data
(64%). This suggests that many legal
professionals are dealing with ethical
questions regarding data usage for
purposes like software development or
technology improvement.

These findings are presented in Figure
2. below, with respondents, once again,
able to select multiple responses.

Ethics of accessing customer/client data: refers to the extent
to which customer or client data can be ethically used for
purposes such as developing new software or improving
existing technologies.

Data governance including establishing policies and
procedures for data integrity, accuracy, security, and
proper usage.

Ethical risks of trade-off judgement (conflicts between
different interests or values)

Privacy and confidentiality: concerns about safeguarding
sensitive information, potential risks of data breaches,
ensuring compliance with applicable privacy laws

Ninian Stephen Law Program:
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2.1.2. ETHICAL CHALLENGE IN BALANCING PROFESSIONAL ETHICS AND BUSINESS COMPLIANCE

Lawyers are navigating ethical business practices and supportingthe  ethical challenge. This highlights
dilemmas when advising organisations  organisation’s pursuit of profit. the complexity of ethical decisions
on legal matters that intersect with when balancing different interests
business practices. or values in the context of emerging
technologies.

They also face scenarios where the
organisation’s goals clash with their
Based on the data, it appears lawyers own ethical duties and professional
face challenges in addressing situations  obligations, this can require them to
where business practices may be seen  advocate for ethical conduct and guide
as unethical or potentially illegal, like the organisation towards legal and
deceptive marketing, especially in the ethical compliance.

context of emerging technologies. As also shown in Figure 2., 54% of

They need to strike a balance those surveyed indicated the ethical
between promoting ethical, compliant  risks of trade-off judgment as a major

2.2. RECOMMENDATION: PROMOTING ETHICAL AWARENESS AND ACCOUNTABILITY
IN PROFESSIONAL PRACTICES

A set of recommendations on The recommendations encompass a organisations and encourage their
‘Promoting Ethical Awareness series of interconnected actions, such  active participation in shaping ethical
and Accountability in Professional as the need for ethical awareness, data frameworks.

Practices’ has been introduced, which governance, and ethical considerations

are considered essential for today’s throughout the technology adoption

rapidly evolving tech landscape, where  process.

lawyers often face ethical dilemmas . -
that are not fully addressed by existing Addltlonally, they h'.gh“ght th'e role
of lawyers in fostering an ethical

legal frameworks. decision-making culture within

/) Develop Awareness of Ethical Issues in Emerging Technology:

Cultivate awareness among lawyers of the ethical challenges in emerging technology. This
awareness is crucial for making informed decisions that align with both legal and moral standards.

y, | Promote Ethical Data Governance:

Ensure due diligence on ethical aspects, data protection, and tech-law expertise in technology
projects to uphold ethical standards.

7) Emphasise Ethical Considerations:

Prioritise due diligence on ethical aspects, data protection, and technology-law expertise in
technology-driven projects to uphold ethical standards.

/) Fostering a Culture of Ethical Decision-making:

Encourage lawyers to resolve conflicts between business goals and ethics, upholding both
legal and ethical standards to foster an ethical organisational culture. By achieving this,
technology adoption can then align with ethical norms.

7) Encourage Ethics Committee Participation:

Advocate for legal professionals to actively participate in ethics committees within their
organisations to help shape ethical frameworks for technology adoption. Their legal expertise
and ethical awareness make them valuable contributors to the development of guidelines that
promote responsible and ethical technology practices within the organisation.
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FINDING THREE
Absence Of A
Unified Approach In
Lawyers' Practices
When Navigating
Challenges

In Emerging
Technology
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FINDING THREE:

Absence Of A Unified Approach
In Lawyers' Practices When
Navigating Challenges In
Emerging Technology

The research responses revealed that lawyers lack a holistic approach when it comes to providing advice on issues
arising from emerging technology. Based on these data from both interviews and surveys, three main approaches
have been identified for when lawyers are confronted with new emerging technology challenges: (1) examining
contracts comprehensively to seek remedies; (2) conducting root cause analysis; and (3) seeking external knowledge
resources and support.

3.1. CHALLENGES

3.1.1. OVERRELIANCE ON CONTRACTUAL SOLUTIONS APPROACH FOR ADDRESSING
CHALLENGES IN EMERGING TECHNOLOGIES

The lawyers who specialise in contracts provisions for technology-related technological nuances, highlighting
placed substantial emphasis on the matters can be intricate. the importance of adapting legal

legal aspects of contracts involving strategies to the changing landscape of
emerging technologies, yet they face technology.

notable challenges.

It requires not only a deep
understanding of contract law, but also
a comprehensive understanding of the
While possessing a profound technology involved.

understanding of contract law,
negotiating, and drafting contracts
with customised remedies and

This combined expertise is essential
for resolving disputes and ensuring
that legal solutions are in sync with the

3.1.2. DIFFICULTIES IN THE PRACTICE OF ROOT CAUSE ANALYSIS APPROACH

In addressing legal challenges the root causes of tech-related This systematic examination is seen as
associated with emerging technologies, disputes. crucial for effectively navigating the
lawyers employ root cause analysis, complex legal landscape of emerging

mainly through two approaches. Second, they conduct investigations technologies.

of all contributing factors, enabling
First, they analyse privileged reports, them to pinpoint underlying issues and
using protected documents to formulate strategies to mitigate future
strategically understand and address risks.

3.1.3. CHALLENGES IN THE NECESSITY OF SEEKING ASSISTANCE FROM EXTERNAL
KNOWLEDGE RESOURCES AND SUPPORT APPROACH

The lawyers who are dealing with different jurisdictions, especially in As part of their current practices,
emerging technology challenges the EU and the US, for broader insight  lawyers might also actively explore
reported that they are increasingly and to adapt their own strategies innovative legal approaches to handle
turning to external knowledge and accordingly. Additionally, they emerging technology challenges,
resources to bridge gaps in their expand their teams by incorporating meaning they are not just relying on
understanding and capabilities. specialised lawyers in technology law,  traditional legal methods, but are

and actively engage in online research  actively adopting creative, technology-

They explore how similar legal matters

have been previously handled in to stay up-to-date on the latest legal driven novel solutions.

developments.
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For example, they may research and
implement novel legal frameworks

to address new tech-related issues
such as vehicle accidents involving
semi-autonomous vehicles, specifying
responsibilities for the manufacturer,
the owner, and the technical system.

Participants also reported sharing
and engaging in advocacy efforts to
educate lawmakers and the public
about these novel legal frameworks.

All of these approaches are taken
because there is no systematic
framework or approach that lawyers
can uniformly employ when advising on
new emerging technology challenges.

45%

40%

35%

30%

25%

20%

15%

10%

5%

Ad-hoc: An

informal process,
requiring me to
act using my best
judgment and

skills

This lack of uniformity is evidenced in
Figure 33, with lawyers having reported
on various methods and approaches
used for addressing the challenges and
opportunities presented by emerging
technology.

It is seen that only 24% of respondents
employ a 'formal approach’ when
addressing such issues, while the
majority follow other, less formal, or
even unstructured frameworks.

FIGURE 3.

Addressing Emerging Technology Challenges and Opportunities

39%
Systematic: Formal and Other (please
An organised optimised: A specify)

and structured
approach, which |
follow consistently
while applying
organisational policies
and guidelines

comprehensive and
detailed approach
that is actively
improved over time

'Ad hoc: An informal process, requiring me to act using my best judgment and skills, Systematic: An organised and structured approach,
which | follow consistently while applying organisational policies and guidelines, Formal and optimised: A comprehensive and detailed

approach that is actively improved over time.
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3.2. RECOMMENDATION: PROMOTING INNOVATION AND LEARNING CULTURE

The findings indicate a lack of holistic and systematic
approach in legal advisory practices relating to emerging
technology. To bridge this gap and elevate lawyers'
proficiency in this domain, it is recommended that an
'Innovation and Learning Culture' be cultivated. This will
help guide lawyers in this space by promoting innovative
thinking and continuous learning as fundamental elements
of their professional development.

7) Foster Continuous Learning Culture:

Promote a culture within legal departments that values ongoing learning and curiosity, keeping
lawyers updated on technological advancements and legal developments. This can be achieved
through regular training sessions such as Continuing Professional Development (CPD) tailored to
issues surrounding emerging technologies, as well as other workshops and access to educational
resources.

y, | Provide Accessible Tech Information Hubs:

Ensure lawyers have access to tech information hubs so they may fully explore emerging
technologies. These hubs would serve as a valuable resource, offering the latest insights, research
and best practices in navigating emerging technologies.

#) Enhance Analytical Skills:

Empower lawyers with analytical skills to encourage proactive problem solving in technology
initiatives. This includes training in data analysis, risk assessment and design thinking.

/) Research New Legal Thinking Skills:

Undertake cross-disciplinary research to determine systematic approaches that lawyers
can use to better understand the legal nuances surrounding emerging technology. In
particular, how different parts of the legal system, such as regulation, precedent and new
technologies, interrelate and evolve over time.

7) Encourage Industry Participation:

Actively engage lawyers in industry events, panel discussions, forums and workshops focused
on emerging technologies to facilitate knowledge exchange and practical learning, keeping legal
professionals informed and engaged.

y, | Enhance Current Legal Practices:

Advocate for the enhancement of legal practices through systematic analysis, privileged reports,
external expertise, innovation and collaboration with technology professionals to stay relevant in
the face of emerging technologies.

Ninian Stephen Law Program:

New Legal Thinking for Emerging Technologies




FINDING FOUR
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FINDING FOUR:

Lack Of Well-Established
Collaborative Engagement
Between Technology And Legal
Expertise Within Organisations

The absence of robust engagement
and collaboration between lawyers
and technology experts within
organisations was identified as a
significant challenge. This signifies

a gap in effectively integrating

legal expertise into technology-
related decision-making and project
execution processes. Which, in
practice, means that there may not
be a formal mechanism for lawyers
and technologists to work together
harmoniously.

4.1. CHALLENGES

As aresult, organisations may face
legal and operational risks due to this
lack of collaboration between these
two critical domains. To address

this challenge, organisations should
prioritise fostering cross-disciplinary
collaboration to ensure that legal

expertise is seamlessly integrated into

technology initiatives and decision-
making processes.

4.1.1. CHALLENGES IN BRIDGING THE GAP BETWEEN IT AND LEGAL TEAMS IN EMERGING

TECHNOLOGY ADVISING

Participants reported that fostering a
strong collaboration between IT and
legal teams, particularly in the context
of advising on emerging technology,
presents a significant challenge. One
that entails ensuring that technology
initiatives are developed and deployed
with a comprehensive understanding of
both technical and legal considerations.

According to the lawyers, achieving
this collaborative partnership can be
complex, as it involves addressing
potential barriers such as differences
in language, priorities, and working
methods between IT and legal teams.
Overcoming these challenges is crucial
for lawyers to proactively manage legal
risks, ensure regulatory compliance,
and uphold ethical standards.

Successfully navigating these
complexities would not only reduce the
risk of legal disputes and reputational
damage, but would also bolsters
lawyers' confidence, as they receive
essential support and insights from IT
experts.

In addition, participants reported
that regular discussions on emerging
technologies, regulatory updates, and
associated legal risks are infrequent,
impeding the development of a
cohesive relationship.

The lack of legal-tech consultations
prior to technology implementation
runs the risk of non-compliance
with laws such as data privacy and
intellectual property. Moreover,

the necessity for clear and concise
communication is paramount.
Complicated communication can
hinder effective collaboration, often
resulting in misunderstandings.

Aligning the objectives of these
departments to ensure both legal
compliance and technological
innovation requires strategic
harmonisation of goals for seamless
integration.

Figure 4. highlights the most critical
challenge participating organisations
seem to face in fostering proactive
collaboration between legal and IT

teams. Indeed, 82% considered a
collaborative partnership between
lawyers and the technology team to
be the strongest indicator of a positive
relationship.

This suggests that many respondents
view effective collaboration and
teamwork between these two groups
as a key factor in navigating emerging
technologies. Common language was
ranked second, with 64% believing
shared terminology between lawyers
and the technology team is important.

Having clear shared objectives was
selected by 57% of the lawyers,

and positive organisational culture
was chosen by 54%. Notably, the
majority of respondents emphasised
the importance of all factors, and

the necessity for all elements to be
present for a positive cross-functional
relationship to exist.
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FIGURE 4.
Indicators of a Positive Collaboration between Legal and IT Teams
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4.1.2. CHALLENGES IN ADDRESSING EXPERTISE DISPARITIES

Participants reported a significant Varied perspectives between teams
challenge in bridging the disparities often leads to divergent approaches to
and differences between technology innovation and risk management.

and legal expertise, particularly when

advising on emerging technology. Disagreements, such as those on

data retention for new technologies,

Successfully addressing these gaps underscore the need for collaborative
is crucial for achieving effective solutions that satisfy both legal and
collaboration and decision-making technical requirements.

within organisations. Contractual
misunderstandings can arise from
different interpretations, leading
to potential legal risks for the
organisation.
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4.2. RECOMMENDATIONS: COMMUNICATION AND COLLABORATION WITH
TECHNICAL TEAMS

Based on these findings, our recommendation 'Communication and
Collaboration with Technical Teams', would help to guide lawyers in
addressing emerging technology challenges effectively, by bridging
expertise disparities and ensuring successful navigation of such
challenges within organisations.

/) Investin Legal Technologists:

Acknowledge the need for lawyers with expertise in technology-related legal matters who can act
as intermediaries to promote efficient communication and collaboration.

7 Establish Guidelines and Principles:

Develop guidelines and standards that define the tasks and responsibilities of the legal and IT
teams in technology projects, outlining communication procedures and addressing legal issues as
they arise during the project lifecycle, while keeping organisational goals in mind.

) Regular Training and Workshops:

Arrange regular training sessions and workshops for both legal and IT teams to improve their
understanding of each other's roles and challenges. And invite external experts or consultants to
provide insights and best practices for effective collaboration.

/) Cross-functional Projects:

Encourage cross-functional projects that require close collaboration between legal and IT
professionals. Recognise and reward successful collaboration efforts to motivate teams to
work together effectively.

y, | Prioritise Clear and Concise Writing:

Communicate legal concepts and requirements in a way that technology experts can easily
understand, using clear and concise writing. This will encourage consistent language use and will
improve teamwork and collaboration.

7) Align Objectives and Goals:

Ensure seamless communication between the legal and IT teams so common objectives, like
innovation and legal compliance, can be set, and aims and goals achieved.

y, ) Terminology Management:

Avoid misunderstandings and misinterpretations between the legal and technological teams by
establishing and using a shared glossary. Implement terminology management tools or software
to streamline the process of managing and updating terms. Create an overall framework or
playbook to promote clarity and understanding.
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FINDING FIVE:

Lack Of Recognition Of Lawyers'
Value In Enhancing The Adoption
Of Emerging Technologies

Participants reported that the

value that they can bring to the
technology adoption process is not
recongised. They highlighted a lack of
clear definition and structure within
organisations regarding the role of
lawyers in the technology process.

This ambiguity extends to the adoption
of emerging technology, leading to
uncertainty about when and how
lawyers should be involved.

This not only affects the lawyers,
but also contributes to low levels of
engagement between themselves and

5.1. CHALLENGES

other internal teams. They commented
on how the absence of a clear
framework results in lawyers being
perceived in organisations as either
service providers or value adders,
depending on the situation.

This variable perception of lawyers
can hinder their ability to consistently
contribute value in a strategic manner.

Respondents believe they can play
arole in changing this perception
within organisations, by acquiring
better project management skills,
which would enable them to actively

participate in various stages of
technology adoption.

Additionally, developing competencies
in legal technology (tech-law
competence) could make lawyers
more proficient at handling emerging
technology-related legal matters
efficiently and effectively. These issues
and challenges are further elaborated
upon in the following sections.

5.1.1. INADEQUATE GOVERNANCE AND MANAGEMENT STRUCTURES IN EMERGING
TECHNOLOGY ADOPTION STAGES

Participants reported that the

lack of structured governance and
management processes is a prevailing
challenge in the adoption of emerging
technologies.

This is important because a
well-defined governance and
management framework is essential
for ensuring efficient, compliant and
successful technology adoption.

It helps organisations navigate the
complexities, mitigate risks, and
maximise the benefits associated with
emerging technologies.

Additionally, a well-defined governance
and management framework is also
crucial for organisations to be able

to fully leverage their internal teams,
including the legal team. Indeed, their
structured and clear involvement
would significantly reduce the potential
for future issues and risks in the

adoption of emerging technologies.

This absence of clear guidelines and
formal structures is particularly
pronounced in various stages of
technology adoption, as highlighted
by the survey results. Figure 5.
summarises the responses given
around the governance and
management structures and processes
implemented in various stages of
adopting emerging technology within
organisations.

These stages encompass procurement,
design, development and deployment.
The survey offered three options
representing the level of governance
and management for each stage: (1) ad
hoc; (2) systematic; and (3) formal and
optimised?.

Few participants reported that
their organisations have a formal

and optimised governance and
management process across all four
stages® of emerging new technologies.

Significantly, as shown in Figure 5., the
highest percentage of respondents
described an unstructured and
informal governance and management
structure for both 'Design,' with 55%,
and 'Deployment,' with 52%, stating
that these structures are ad hoc.

Based on this data, it is evident

that only a small number of
organisations have established a
formal and optimised governance
and management process across all
four stages of emerging technologies
adoption.

Furthermore, asillustrated in Chart
1. on page 26, the absence of formal
structure is not limited to various
stages of technology adoption.

2Ad hoc: Informal process, relying on my best judgment skill, Systematic: Consistent and following a structured approach, Formal and
optimised: Well-established and systematic process that | am continuously improving.

3 Procurement: Organisation identifies and acquires necessary resources or services such as technology products/services, often
involving contracts and legal considerations, Design: Conceptualisation and planning of the technology products/services take place,

outlining its functionality and structure, Development: Technology products/services are built and programmed according to the design
specifications, Deployment: Implementing the developed technology products/services into the operational environment, making it
available for use, Incident Response: Unexpected events, issues, or disruptions related to the technology products/services are identified,
addressed and managed.
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It also extends to organisations
providing guidance* regarding legal
practices relating to emerging
technologies. 52% of respondents
indicated that their organisations offer
a moderate level of guidance, which
includes having a strategic policy that
outlines the need and expectations
around legal practices related to
emerging technologies.

Only 17% of respondents reported

that their organisation provides
comprehensive guidance, including a
strategic policy, procedures, guidelines,

and routine training that explicitly
covers such practices .

There is a significant need for
comprehensive guidance by
organisations, with it appearing
essential for lawyers to have a clear
understanding of internal processes
and procedures so organisations may
effectively navigate the adoption of
emerging technologies.

This approach will encourage
companies to allocate their legal
resources more efficiently, focusing

FIGURE 5.

their in-house legal expertise on high
priority strategic matters, while
outsourcing routine or less specialised
tasks.

This is crucial for ensuring legal
compliance, risk mitigation, and benefit
optimisation regarding emerging
technologies within the organisation.
Further, aligning with Finding 3., for
lawyers to be effective proactive
problem solvers, they must be engaged
across all phases, particularly design.

Governance and Management Structures at Various Stages of
Adopting Emerging Technology within Organisations

60%

Procurement

Design

50%

Development

Depolyment

40%

30%

20%

10%

Formal and Optimised

Systematic

“4Little or no guidance (i.e., no policies, procedures or training provided), Moderate level of guidance (i.e., a strategic policy that explicitly or
implicitly specifies the need and expectations of legal practice relating to emerging technologies), Comprehensive level of guidance (i.e., a
strategic policy along with procedures and guidelines backed up with routine training that is explicit about the legal practices relating to

emerging technologies.
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52%

Moderate level of
guidance

CHART 1.

Level of Organisational Guidance Provided to Lawyers

17%

Comprehensive
level of guidance

31%

Little or no
guidance

5.1.2. ORGANISATIONAL AMBIGUITY SURROUNDING EARLY LEGAL INVOLVEMENT IN

TECHNOLOGY ADOPTION

The role of lawyers in enhancing the
adoption of emerging technologies in
organisations is often underrecognised,
despite their potential to offer more
than legal compliance, such as risk
management and strategic alignment.

The interviews specifically revealed
ambiguity in the involvement of in-
house lawyers in technology projects.
There seems to be debate on their role
from the early stages of technology
adoption, with opinions divided on
whether their participation ensures
legal security or adds complexity.

The challenge is therefore to define
and acknowledge the specific value
lawyers can contribute during the
design, development, procurement
and implementation of technological
solutions.

As shown in Figure 6., the only stage in
which ‘High Engagement’ by lawyers is

noted is regarding ‘Incident Response’.
This reinforces a view that lawyers
are brought in only when things go
wrong. The 'Design' phase showed
the least engagement, denoting that
organisations do not regularly include
lawyers at this critical stage.

These findings therefore underscore
that organisations tend to emphasise
lawyer involvement in the adoption
or development of new emerging
technologies in the later stages,
particularly in deployment and when
incidents arise.

Furthermore, the research shows
these organisations have typically
approached lawyer engagement
reactively rather than proactively
across various adoption stages, and
that there is a clear need to foster
proactive engagement, particularly
during the design and development
phases.

Early legal input in these phases could
be instrumental in preventing future
legal issues. Regarding the level of
engagement between lawyers and
other internal teams, such as the IT
team, Figure 7°. indicates the highest
level of proactive engagement was
observed during the incident response
stage (33%).

In contrast, engagement during the
design stage ranked the lowest at 36%,
signifying that interaction between
lawyers and other internal teams is
relatively rare at this stage.

This trend is, in part, a consequence
of the previously mentioned lack

of systematic governance for the
adoption of emerging technologies,
resulting in unclear communication
and engagement between lawyers and
other internal teams.

SRare: Lawyers never or rarely engage during this stage, Reactive: Lawyers engage when they are asked to provide
advice, Planned: Lawyers have regular/planned check-ins or meetings with other teams in this stage, Proactive: Lawyers
proactively reach out to other teams in this stage.

Ninian Stephen Law Program:

New Legal Thinking for Emerging Technologies




50%

45%

40%

35%

30%

25%

20%

15%

10%

5%

Reactive

Rare

Proactive

Planned

FIGURE 6.
Engagement in Adopting Emerging Technologies in Organisations
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5.1.3. LAWYERS FACING THE CHALLENGE OF BEING PERCEIVED AS SERVICE PROVIDERS RATHER
THAN VALUE CREATORS IN ORGANISATIONS

Research responses suggested that the
different perceptions of legal teams
within an organisation can influence
their early involvement. When lawyers
are viewed as proactive problem
solvers, they are more likely to be
included in the initial stages of projects.

Notably, the data showed a striking
difference in how lawyers believe
their roles are perceived across the
organisation. For example, 70% believe
the 'Board of Directors' predominantly
views lawyers as service providers,
focused on identifying risks, with only
30% believing the board sees them

as contributors who add value to the
adoption of emerging technologies.

This trend is somewhat echoed in
'Professional Services', where 64% of
participants reported they believe they
are viewed by those in that area as risk-
focused service providers.

In contrast, participants reported
that teams like 'Business Operations'
and 'Executive Leadership' are more
inclined to see them as valuable

team members who contribute by
identifying opportunities in emerging
technology, with 54% and 57%
respectively perceiving lawyers as
risk-focused service providers and 43%
and 46% respectively seeing them as
value-adding team members.

This disparity in perceptions within
organisations illustrates a complex
picture of how the role of lawyers
is understood in the context of
technology adoption.

On one hand, there is a strong
inclination to view lawyers through the
traditional lens of risk identification
and management. On the other, a
significant portion of employees
recognise the potential for lawyers to
add value beyond this traditional role,
particularly in identifying opportunities
in emerging technology.

Important to note, however, is that
the values portrayed in Figure 8. do
not represent responses from any
other teams about their perceptions
of the role of lawyers. The data simply
reflects the participating lawyers’
own beliefs about how other teams
perceive their role.

These results suggest that the
potential for lawyers to contribute
more strategically and innovatively
is perhaps not consistently
acknowledged or leveraged - a gap
that highlights a need for broader
recognition of the evolving role

of lawyers in the rapidly changing
landscape of technology adoption.

Further, the interview data revealed
there is a critical need for organisations
to recognise and leverage the strategic
value lawyers add, not only in legal
advising but also in shaping governance
frameworks that support emerging
technologies from conception to
implementation.

Lawyers are faced with the challenge
of transitioning from traditional

legal advisors to strategic business
engagers. This shift demands broader
engagement with technology suppliers,
which would see lawyers considering
not just the legal but also the technical
and strategic facets of vendor
relations.

They need to align legal protections
with organisational tech strategies
while assessing the technical feasibility
of technology solutions; a complex task
given the intertwined nature of legal,
technical and strategic considerations
in modern digital transformations.

In fact, based on the interview data,
organisations adopting a holistic
approach to incident response are
more likely to consider the inclusion
of legal counsel from the outset as
critical. Legal experts assess the
legal implications, ensure alignment
with laws and regulations, and offer
strategic communication guidance.

They provide a long-term perspective,
advising on immediate and future
consequences of incidents, such as
data breaches, including regulatory
fines and reputational damage. Legal
teams also play a pivotal role in
collaborating with suppliers to address
liability and contractual obligations,
especially in scenarios like product
recalls.

They handle insurance claims related to
incidents, working alongside providers
to secure appropriate compensation
for losses. During crisis management,

legal teams coordinate responses

with public relations, compliance and
operations teams to ensure a unified
approach, managing public statements
and potential lawsuits.

Legal counsel also identifies and
brings in necessary experts, such as IT
security specialists and data privacy
experts, to address specific incident
aspects. They ensure the protection
of sensitive information under legal
privilege, providing guidance on the
confidentiality of communications and
documents during investigations.

Lawyers are commonly perceived as
risk assessors, which is also suggested
in Figure 9. Data shows 94% or
organisations primarily engage lawyers
when assessing potential risks and
challenges associated with emerging
technology adoption.

Security and data privacy concerns
relating to adopting emerging
technology (85%) also encourages
organisations to involve legal experts.
These findings underscore the limits
that exist around lawyers being more
broadly recognised for their ability to
add substantial value and contribute
across various aspects of technology
adoption.

In conclusion, these findings highlight
the critical role of in-house legal teams
in organisations' incident-response
strategies. However, recognising the
potential of involving lawyers in other
phases, and changing the perception
of lawyers from mere risk identifiers
to proactive problem solvers, could
bring a higher level of value to an
organisation.
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FIGURE 8.
Perceptions about Lawyers’ Role by Organisational Teams
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5.1.4. LAWYERS' INABILITY IN SHAPING ORGANISATIONAL PERCEPTION DUE TO AN
INADEQUACY IN PROJECT MANAGEMENT SKILLS

Some of the interviewed lawyers noted
that they, themselves, could contribute
to changing the perceptions within
organisations by enhancing their own
project management skills.

Taking this action could empower them
to actively participate in various stages
of technology adoption, with this
changing role in project management,
especially in technology ventures,
necessitating the development of new
competencies.

This would include tasks such as
formulating risk appetite statements,
maintaining continuous project

oversight, and ensuring legal
compliance throughout a project's
lifecycle. Lawyers could also assist
with the challenge of establishing
legal frameworks early in the
process, ensuring clarity in project
expectations, and securing the
commitment of all stakeholders to
adhere to these guidelines from the
project's inception.

Additionally, lawyers must closely
collaborate with technologists

to seamlessly integrate legal
considerations into technology
projects from the outset, with the aim

of proactively averting potential legal
issues.

This evolving role demands that
lawyers align legal and regulatory
parameters with project execution
while fostering a collaborative
relationship with technologists to
mitigate potential legal challenges, all
while aligning with the organisation's
risk tolerance.

5.1.5. DEFICIENCY IN TECH-LAW COMPETENCE POSES A CHALLENGE FOR LAWYERS IN SHAPING

ORGANISATIONAL PERCEPTION

Lawyers have the potential to

shift organisational perceptions by
enhancing their competencies in legal
technology, also known as tech-law
competence.

This improvement would equip them
with the skills needed to efficiently
and effectively address legal matters
relating to emerging technologies. As
lawyers gain a deeper understanding of
technology and its legal implications,
organisations are more likely to view
them as valuable contributors to the
adoption of emerging technologies,
recognising their ability to provide
informed guidance and mitigate
potential legal risks effectively.

This shift in perception can lead to
a stronger collaboration between
lawyers and other internal teams,
ultimately driving the successful
integration of new technologies.

However, participants reported

that their readiness to deal with the
intersection of law and technology is
hampered by a widespread lack of tech-
law competence.

Key challenges identified include a
shortfall in practical reasoning skills
crucial for applying legal knowledge
to emerging technologies, a gap

in business education that limits
understanding of the impact of
technologies on various business
aspects, and a deficiency in
foundational IT knowledge that is vital
for advising on technology-related
legal matters and negotiating terms
effectively.

Moreover, lawyers face the challenge of
staying updated with rapid regulatory
changes in the technology sector,
essential for providing comprehensive
legal advice and safeguarding client

interests in a dynamic business
environment.

In summary, the apparent lack of
recognition of lawyers' value in the
adoption of emerging technologies
seems primarily due to the absence of
a clear organisational framework for
their role. This ambiguity affects both
their engagement with other internal
teams and their perceived role within
the organisation.

Lawyers can actively contribute to
changing this perception by enhancing
their project management skills and
acquiring expertise in legal technology,
thereby positioning themselves

as valuable contributors in the
organisation's technology adoption
efforts.

5.2. RECOMMENDATION: STRATEGIES FOR TRANSFORMING LAWYERS' ROLE FROM
RISK ASSESSORS TO STRATEGIC CONTRIBUTORS

Changing the perception of lawyers
within organisations, from being

seen solely as risk assessors to
valuable contributors who can
identify opportunities in emerging
technologies, requires a deliberate and
strategic approach.

The following steps and strategies
could help facilitate this change and
address the challenges highlighted in
the findings, enabling organisations and

lawyers to navigate the complexities
of technology adoption while
recognising and leveraging the valuable
contributions lawyers can make
throughout the process.
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5.2.1. RECOMMENDATIONS FOR ADDRESSING ORGANISATIONAL CHALLENGES FOR
ENHANCING LEGAL INVOLVEMENT

/) Establish Clear Organisational Frameworks:

Organisations should develop clear and structured guidelines and/or frameworks for the role of
lawyers in technology adoption projects. Such guidelines should outline when and how lawyers
should be involved at various stages of technology adoption to ensure legal compliance, minimise
risks, and problem solve effectively. This should include clear roles and responsibilities. Creating
structured guidelines/frameworks will help eliminate ambiguity and ensure lawyers are recognised
for their contributions.

y, | Leadership Support:

Organisations' leadership teams should support the changing role of lawyers. These leaders should
advocate for the strategic involvement of lawyers in technology projects and communicate the
importance of this shift to the entire organisation.

y, | Proactive Engagement:

Organisations should promote the proactive engagement of lawyers in technology projects,
especially during the design and development phases, and encourage collaboration between all
teams so lawyers can identify legal considerations early and prevent potential legal issues.

y, ) Enhance Capital Law Competence:

Lawyers should be encouraged to increase their tech-law competence. Training and resources should
be provided to keep them updated on legal aspects relating to emerging technologies, enabling them
to manage technology-related legal matters efficiently and provide informed guidance.

y,) Change Perceptions:

Organisations should work to change the perception of lawyers from being solely risk assessors to
value creators. They should highlight the strategic contributions lawyers can make in identifying
opportunities and aligning technology adoption with organisational goals. This can also be done
though education, training sessions, workshops and seminars for both legal and non-legal staff,

to increase awareness of the strategic and innovative contributions that lawyers can make in
technology adoption.

y, | Cross-functional Collaboration:

Lawyers should be encouraged to collaborate closely with other internal teams, such as IT, business
development and innovation departments. Examples where lawyers have successfully collaborated
on technology initiatives should be highlighted to ensure all employees, not just lawyers,
understand the evolving role of lawyers in technology adoption.

7) Developing a Feedback Mechanism:

A feedback mechanism should be established to continuously assess and improve the contributions
of lawyers in technology projects. Input should be acquired from different teams and departments
on the value lawyers provide, and this feedback used for refinement.

y, | Measurement of Value:

The value lawyers bring to technology projects should be quantified in terms of cost savings,
revenue generation, and innovation, as well as risk mitigation. Data-driven evidence of their
contributions should be provided.
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5.2.2 RECOMMENDATIONS FOR ENHANCING LAWYERS' SKILL SETS

/) Invest in Project Management Training:

Lawyers should build on their project management skills, enabling them to actively participate in
various stages of technology adoption. This includes skills in risk management, legal compliance,
and aligning legal considerations with project goals.

y, ] Develop Tech-Law Competence:

Lawyers should invest in developing legal technology (tech-law) competence, to gain a deeper
understanding of technology and its legal implications, so they may efficiently address legal
matters related to emerging technologies.

/) Continuous Learning:

Lawyers should embrace lifelong learning to stay updated with rapid technological changes and
legal developments in the tech sector. Organisations should support this by providing access to
educational resources and opportunities for skills development.
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FINDING SIX:

Absence Of A Capability
Enhancement Framework For
Legal Professionals

The findings highlight the need for specialised skills, knowledge and training in
navigating the challenges presented by emerging technologies. It is clear that
identifying these skills and creating a capability framework is crucial. Lawyers
could achieve this through targeted training and workshops, essential for
enhancing skills and promoting professional development. This approach would
enable them to provide well-informed advice in a technology landscape that is
constantly changing. The lack of this specilaist skills and knowledge has been
significantly noted, underscoring their importance.

6.1. CHALLENGES

6.1.1. LACK OF CULTIVATED SPECIALISED SKILLS

The absence of cultivated specialised
skills required by lawyers to effectively
address emerging technology issues
and navigate complicated legal matters
was clear.

There is an obvious need for
exceptional crisis management

skills, which are important for

quick, informed responses and
strategic navigation in complex legal
environments, particularly under high-
pressure scenarios.

This skill set enables proactive risk
mitigation and adaptability in the
ever-evolving technological landscape,
and would help ensure organisations
effectively address legal issues.

Another area of concern is the lack of
critical legal thinking as a foundational
skill. This deficiency hampers lawyers'
abilities to analyse complex issues,
assess risks, and develop innovative
strategies.

Lawyers are often found lacking in the
diligence and consideration needed to
explore the complexities of technology-
related legal matters, which is essential
for evaluating immediate and long-term
implications of legal decisions.

Further, there is a need for lawyers

to cultivate skills for analysing the

legal effects of emerging technology,
enabling them to identify intricate legal
issues.

This involves a careful, comprehensive
approach to legal analysis, ensuring
no aspect is overlooked in the rapidly
evolving tech field.

Overall, cultivating these skills and
undergoing specialised training

are imperative for lawyers to offer
invaluable counsel in the fast-paced
and complex field of technology law,
and requires further inter-disciplinary
research. These competencies are
essential for effectively managing
legal issues and minimising potential
repercussions in this dynamic field.

6.1.2. CHALLENGES DUE TO INADEQUATE TECHNOLOGICAL LITERACY IN LEGAL PRACTICE

The paramount importance of in-house
lawyers possessing technological

literacy when advising organisations on
emerging technologies is evident and is
a common theme in the interview data.

Findings revealed a lack of consistent
understanding of emerging
technologies among lawyers,
highlighting varied interpretations and
the rapid evolution of tech categories.

Lawyers also face difficulties in
understanding the complex nature

of technologies like Al, biotech and
quantum computing, with their distinct
challenges and legal implications. The
rapid speed of technological change,
such as the shift from novelty to norm

with cloud technology, demands that
lawyers continuously adapt their
knowledge.

Participants reported that generational
and educational disparities can further
complicate their ability to stay abreast
of these advances, stressing the need
for enhanced tech literacy within the
legal profession to provide informed
advice to navigate these complexities
effectively.

Chart 2. on the next page illustrates the
challenges lawyers face when trying

to understand emerging technologies.
A substantial 47% of lawyers find this
challenge to be moderate, indicating
that it's a widespread issue in the legal

field. In total, approximately 87% of
lawyers encounter challenges, whether
slight, moderate or extreme.

Only 13% of lawyers reported having

no major difficulties, emphasising

the challenges lawyers encounter

in understanding new emerging
technologies. There is clearly a pressing
need for enhanced educational
resources and training in emerging
technologies for legal professionals.

Inadequate tech literacy not only
impedes collaboration but also limits
lawyers' abilities to foresee ethical
and legal implications of technologies
such as Al, potentially leading to data
privacy issues or misuse, and reduced
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CHART 2.
Challenges in Understanding Emerging
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28%

Extremely
confident

Not confident
at all

16%

Slightly
confident

value creation from lawyers. Moreover,
the unpredictability of future technical
capabilities demands that lawyers
remain adaptable, ready to address
unexpected legal challenges posed by
technologies failing to meet objectives
or operating beyond their anticipated
scope.

Figure 10. on the previous page shows
that, when asked about the most
challenging aspects of emerging
technologies, the highest proportion
of responses (51%) indicated that
understanding Al and Machine Learning
is particularly difficult. Close behind,
45% of respondents reported Quantum
Computing as challenging.

Overall, these responses underscore
the breadth of challenges faced by
lawyers, especially in the realms of
Artificial Intelligence and Machine
Learning.
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53%

Reasonably
confident

Further, participants reported that the
integration of emerging technologies
into legal practice presents significant
challenges, necessitating lawyers

to extend their expertise beyond
conventional legal issues to include
technological competencies.

Significantly, the findings indicate that
a lack of self-confidence in handling
tech-related legal issues, emerging
from insufficient tech understanding,
can lead to a reactive approach in legal
counsel.

Lawyers must be confident in their
ability to identify and address potential
legal issues arising from technology,
highlighting the importance of
continuous skill development and
adaptation in the legal profession.

The data also revealed a trend: as
lawyers gain a deeper understanding

CHART 3.
Confidence in Advising Clients on
Emerging Technologies

of emerging technologies, their
confidence in providing advice in these
areas tends to increase.

Despite most respondents specialising
in Technology Law, as shown in Chart
3., only 28% report feeling extremely
confident in their advisory capacity.
This finding points to a significant
confidence gap even among specialists,
and underscores the pressing need for
comprehensive tech education within
the legal sector.
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6.1.3. LIMITED AVAILABILITY OF LEARNING STRATEGIES

Findings reveal a shortfall in effective
learning strategies for lawyers to

be able to address the complexities
of emerging technologies, posing a
challenge to maintain expertise in a
technology-driven legal environment.

A significant gap seems to be the
lack of access to practical simulation
exercises, essential for hands-on
learning in this field, but often
unavailable due to limited specialised
training and resources.

The absence of specialised academic
programs in law schools focusing

on emerging technologies further
hinders skill development for both
new and practicing lawyers, creating a
knowledge gap in technology-related
legal matters.

Panel discussions on emerging
technologies, while insightful, are
not universally accessible and require
significant time and effort, reducing
their impact on the wider legal
community.

Moreover, many participants
reported that this lack of practical
industry experience is due to

limited opportunities for hands-on
involvement, mentorship or industry-
specific workshops.

For instance, a lawyer specialising in
cybersecurity greatly benefits from
direct interaction with IT security
teams, participating in incident
response drills, attending relevant
conferences, and engaging with
experienced mentors. Such immersive
experiences are crucial for effectively
handling legal issues specific to certain
industries and staying abreast of
emerging challenges.

The surveys asked lawyers about the
factors that contribute to effective
responses to legal challenges in
emerging technologies.

The leading choices for enhancing
capabilities to address legal challenges
related to emerging technology as
shown in Figure 11. were legal design
thinking (64%) and new legal thinking

FIGURE 11.
Factors Enhancing Effective Responses to
Legal Challenges in Emerging Technologies

Technical Other
skills. (please
specify)

skills (57%). These skills emphasise
the innovative approaches and design
thinking principles needed by lawyers
to navigate emerging technology
challenges.

The need for specialised training in
technology-related legal matters is also
clear. Legal design thinking involves
using design principles to create user-
centred and effective solutions to

legal issues. New legal thinking skills
refer to adopting fresh perspectives
and approaches to address complex
legal matters posed by emerging
technologies.

This reflects a shift towards more
creative and strategic problem-
solving in the legal field, aligning with
the dynamic nature of technology
advancements.
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6.2. RECOMMENDATION: STRATEGIC INNOVATION AND FUTURISTIC
TECHNOLOGICAL PROFICIENCY

The recommended strategic initiative, ‘Strategic Innovation and Futuristic Technological Proficiency’, is designed to
enhance the technological proficiency and advisory capabilities of legal professionals in the evolving landscape of
emerging technologies. Central to this recommendation are the following key measures:

7) Prioritise Ongoing Technological Education:

This prioritisation is crucial to ensure lawyers stay updated on new technologies and their legal
ramifications.

/) Foster Self-confidence and Issue Identification:

Improving data competence skills, and building cybersecurity expertise, can empower legal
professionals to confidently address technology-related legal challenges. This involves not only technical
knowledge, but also an understanding of the ethical and legal considerations in the tech space.

y, | Establish Specialised Training Programs and Workshops:

Create programs that are specifically tailored to lawyers’ needs, covering topics such as IT competency,
critical thinking, crisis management, and ethical considerations in relation to legal issues involving
technology. Exercises that simulate real-world situations for practical reediness should be included to
ensure lawyers can apply their knowledge effectively.

y, | Implement Standardised Competency Baseline:

Establish e a baseline competency, including technology certifications and regulatory knowledge,
to ensure legal professionals are well-equipped and prepared for this rapidly changing area. This can
involve industry-recognised certifications and ongoing assessments to maintain competency.

7) Mandatory Technology

Training: Implement mandatory technology training programs for all legal professionals, ensuring that
everyone possesses a foundational understanding of technology and its legal implications.

/) Establishing Legal Tech Hackathons:

Organising legal tech hackathons to bring together legal professionals, technologists, and other
external stakeholders such as startups or university students. During these hackathons, teams can
work on solving real legal challenges using technology. This would help foster a culture of innovation
and encourages lawyers to think creatively and collaboratively to develop practical solutions to
emerging technology-related legal issues. It could also lead to the development of new tools or
approaches to enhance the legal department's efficiency and effectiveness. Additionally, it provides an
opportunity for legal professionals to engage with the broader tech community, promoting knowledge
exchange and fresh perspectives on legal tech solutions.
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In summary, the Ninian Stephen

Law Program's 'New Legal Thinking
for Emerging Technologies' offers

a comprehensive and enlightening
perspective on the current landscape
in which lawyers operate within
organisations, particularly in dealing
with the myriad of challenges and
opportunities presented by emerging
technologies.

Through a mixed-methods approach
involving interviews, surveys and in-
depth analysis, the project uncovered
valuable insights leading to key findings
that are significant for reshaping the
legal profession in the digital age. These
findings underscore a stark contrast
between the potential contributions
that lawyers can make and the actual
level of engagement they currently
experience.

Emerging technologies inevitably
bring forth complex ethical and legal
questions, ranging from data privacy
and cybersecurity to intellectual
property rights and liability concerns.
In this context, lawyers assume an
important role in addressing these
multifaceted challenges to ensure
organisations navigate the technology
landscape responsibly and within the
legal boundaries.

However, the unfortunate reality

is that lawyers and organisations
appear to be ill-equipped to face

the future, with lawyers frequently
finding themselves marginalised within
organisations, often unintentionally
excluded from pivotal decision-making
processes.

Many participants report lacking the
collaborative relationships necessary

for effective problem-solving and are
often introduced to the technology
adoption process too late to make a
substantial impact. This disconnect is
further exacerbated by organisational
structures that tend to be fragmented,
a lack of clear guidance on lawyers'
roles, and common misconceptions
about their capabilities within the
sphere of emerging technologies.

Many organisations tend to undervalue
what lawyers can truly bring to the
table, primarily regarding them as risk
identifiers rather than recognising their
potential as strategic partners capable
of identifying opportunities, ensuring
legal compliance, and contributing
significantly to innovation and growth.
This limited perspective results in
organisations missing out on fully
leveraging the expertise and potential
of their legal teams, leaving valuable
insights untapped.

Moreover, lawyers themselves
encounter a series of challenges,
including a lack of specialised skills
and knowledge in technology-related
legal matters, with limited access

to training and resources, and a
pervasive perception that they may
not fully comprehend the complexities
of emerging technologies. These
challenges often hamper their ability
to proactively engage and contribute
effectively to technology adoption
initiatives.

The data derived from this extensive
research underscores clear
opportunities for improvement,
pointing toward the possibility that,
with the right guidance, support

and structural changes within
organisations, lawyers can assume a

more significant and strategic role in
the technology adoption process.

Furthermore, the research brings to
the forefront the crucial importance of
lawyers in addressing the ethical and
legal challenges that emerge alongside
technological advancements. This
project promotes a vision in which
lawyers act as watchful guardians,
diligently staying informed about
technological progress, ensuring
compliance with legal regulations, and
actively promoting ethical and legal
considerations in technology adoption.

Their capacity for interdisciplinary
collaboration with technologists

and policymakers is paramount, as it
facilitates effective communication
and the seamless integration of legal
and ethical dimensions into technology
projects. Lawyers are instrumental

in mitigating risks, safeguarding
organisations from legal disputes and
reputational damage, and through
education and advocacy, they can
actively contribute to responsible

and ethical technology adoption,
thereby helping to shape the future of
innovation.

To bridge the gap between the
potential and reality of lawyers'
contributions, organisations should
consider implementing a multifaceted
approach. This includes providing clear
guidance, enacting comprehensive
policies, streamlining procedures,

and equipping legal teams with the
necessary supporting processes and
tools. Such measures can empower
lawyers to become more proactive,
confident, and deeply engaged in
technology adoption initiatives.



Additionally, fostering a culture

of cross-functional collaboration,
offering specialised training
programs, and actively encouraging
knowledge-sharing within the

legal profession can equip lawyers
with the skills and knowledge
needed to excel in the dynamic and
ever-evolving realm of emerging
technologies.

In conclusion, these findings

and data collectively offer a
revolutionary discovery of the
relations and interactions within
organisations concerning the
role of lawyers in emerging
technology adoption. This serves
as a fundamental starting point
for meaningful conversations
and actions aimed at optimising
the relationship between legal
professionals and their technology
counterparts.

By addressing the identified
challenges, implementing
recommendations, and capitalising
on the opportunities, organisations
can unlock the full potential

of lawyers and create a more
collaborative and innovative
environment that benefits both
legal teams and the organisation as
awhole.

This approach will not only
enhance the integration of
emerging technologies, but will
also significantly contribute to
responsible and ethical technology
adoption within organisations and
society at large. It marks a crucial
step towards a future where lawyers
play a central and transformative
role in shaping the ethical and legal
dimensions of technology-driven
progress.

The benefits of this future scenario
are numerous, as it promotes
responsible, ethical and legally
compliant technology adoption,
reduces legal risks, fosters
innovation and collaboration,
positive outcomes for organisations,
and ultimately ensures the
protection of individual rights and
societal well-being.
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